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THAMIRABHARANI ENGINEERING COLLEGE
(Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai)
Chathirampudukulam, Chidambaranagar - Vepemkulam Road

Thatchanallur, Tirunelveli - 627 358.

DEPARTMENT OF COMPUTER SCIENCE AND _ENGINEERING

INTERNAL ASSESSMENT TEST-I

Date of Exam: 26.08.2019 Total Marks : 50 Marks

Subject Code: CS6792

SECURITY

Dept. / Year : CSE / IV year

Prepared By: Mr. R. Raja Sekar, AP/CSE

Approved By: HOD/CSE

Subject Name: CRYPTOGRAPHY AND NETWORK

Q. No. Part A 8x 2=16
1. Define data integrity. R, COI1
2. “Internet security is very challenging”-justify. U, COl1
3. What is the need for traffic padding? R, COl1
4.  List out the active attacks. R, COl
5. What are the types of cryptanalysis? R, COl
6. What are the known attacks in ciphertext? A, COl
7. Differentiate block cipher and stream cipher. R, CO2
8. Perform polynomial multiplication x* + 3x> + 1 and 2x° + x over GF (2). U, CO2
Part B 2x13=26
9. A Explain OSI Security Architecture model with neat diagram. U, COl
(OR)
9.B  What is Monoalphabetic cipher? Examine how it differs from Caesar cipher. U, COl
10. A How counter mode has been stronger than other modes in block cipher? U, CO2
(OR)
10. B How the strength of DES algorithm has been determined? U, CO2
Part C 1x8=8
11 Encrypt the message “this is an exercise” using Caesar cipher with key = 20. Ignore the U, CO1

space between words. Decrypt the message to get the original plaintext.

Mapping between COs and Questions:

Question COs Total % Distribution
Numbers Marks of marks.
123456911 COl: To understgnd the ba51gs ofnet\york security with 33 66

threats and classical encryption techniques.

CO2: To understand the different cryptographic
78,10 operations of symmetric cryptographic algorithms. 17 34
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THAMIRABHARANI ENGINEERING COLLEGE
(Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai)
Chathirampudukulam, Chidambaranagar - Vepemkulam Road
Thatchanallur, Tirunelveli - 627 358.
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

INTERNAL ASSESSMENT TEST-I- KEY

Date of Exam: 26.08.2019 Total Marks : 50 Marks
Subject Code: CS6792 Subject Name: CRYPTOGRAPHY AND NETWORK
SECURITY

Dept./ Year : CSE / IV year

Prepared By: Mr. R. Raja Sekar, AP/CSE Approved By: HOD/CSE

Q. No.
1.

9.A

Part A 8x 2=16
Compare active and passive attack. U, COl
Active and Passive Attacks are security attacks. In Active attack, an attacker tries to
modify the content of the messages. Whereas in Passive attack, an attacker observes the
messages, copy them and may use them for malicious purposes.

Encrypt the plaintext tobeornottobe using the Vigenere cipher for the key value Now. U, COl
Ciphertext: gexrcnacpgexr

Calculate the ciphertext for the following one time pad. U, COl1
Plaintext: ROCK & Key: BOTS

R=17B=0117+01=18=S

O=140=14 14+14 = 28=26 mod 28=2=C

C=02T=1902+19=21=V

K=10S=18 10+18 =28=26 mod 28=2=C

Specify the components of encryption algorithm. R, COl1
Plaintext - original message

Ciphertext - coded message

Cipher - algorithm for transforming plaintext to ciphertext

Key - info used in cipher known only to sender/receiver

Enciphering (encryption) - converting plaintext to ciphertext

Deciphering (decryption) - recovering ciphertext from plaintext

Differentiate threat and attack. U, COl
Threat: Possible danger that might exploit a vulnerability.

Attacks: Deliberate attempt to evade security services and violate the security policy of

a system.

List the techniques used in steganography. R, COl1
Character marking

Invisible ink

Pin punctures

Typewriter correction ribbon

Perform polynomial multiplication x* + x + 1 and x* + x + | over GF (2). U, CO2
x>+x+1
Find the GCD of (2740, 1760) using Euclid’s Algorithm. l }\ l\_ ) U, CO2
20 QA ~—=
Part B PRINCIPAL 2 x 13=26

Classify the security attacks and services in detail. THAMIRARHARANI ENGINEERING COLLERE CO1
Chathirampudukulain Village,
Chidembaranagar - Vepemkulain Road,
Thaichanallur, Tirunelveli - €27 332,



9.B

10. A

10. B

11

Attacks
Passive attacks
- Release of message contents
- Traffic analysis
Active attacks
- Masquerade
- Replay
- Modification of messages
- Denial of service
Services
- Authentication
- Access control
- Data confidentiality
- Data integrity
- Non repudiation

Explain the network security model and its important parameters with a neat block

diagram.

(OR)

R, COl

A message is to be transferred from one party to another across some sort of Internet
service. The two parties, who are the principals in this transaction, must cooperate for the

exchange to take place.

A logical information channel is established by defining a route through the Internet from
source to destination and by the cooperative use of communication protocols (e.g.,

TCP/IP) by the two principals.

All the techniques for providing security have two components:
- A security-related transformation on the information to be sent.
- Secret information shared by the two parties.

INlustrate the structure of DES and describe the steps in encryption process.
- Encryption

- Round function

- S-Box

Sketch the scenario for centralized and decentralized key distribution system
- With arbitrary entity
- Without arbitrary entity

Part C

Encrypt the following using play fair cipher using the keyword “MONARCHY”.

“SWARAJ IS MY BIRTH RIGHT”. Use X for blank spaces.
Plaintext =swaraj is my birth right
=sw ar aj xi sx my xb ir th xr ig ht

U, CO2
(OR)

U, CO2

1 x 8=8
U, COl1

Key ~ =MONARCHY D
Ciphertext=qx rm bs as xa nc ai ka pd za ki dp K
Plaintext = sw ar ai/j xi/j sx my xb i/jr th xr i/jg ht L |P|Q |S |T
=swarai/j is my birth right U |V |W X |z
=swaraj is my birth right
Mapping between COs and Questions:
Question COs Total % Distribution
Numbers Marks of marks.
123456911 COl:To understgnd the ba51.cs ofnehyork security with 33 66
threats and classical encryption techniques.
CO2: To wunderstand the different cryptographic L0 ) :
7,8,10 operations of symmetric cryptographic algorithms. ‘\)& Ell\»f 34
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{"‘ N THAMIRABHARANI ENGINEERING COLLEGE

&% (Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai)
s 0 Gy Chathirampudukulam, Chidambaranagar - Vepemkulam Road
o ey

Thatchanallur, Tirunelveli - 627 358.
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

INTERNAL ASSESSMENT TEST-I KEY

Date of Exam: 26.08.2019 Total Marks : 50 Marks
Subject Code: CS6792 Subject Name: CRYPTOGRAPHY AND NETWORK
SECURITY

Dept. / Year : CSE / IV year

Prepared By: Mr. R. Raja Sekar, AP/CSE Approved By: HOD/CSE

Q. No.

1.

Part A 8x 2=16

Define data integrity. R, COI1
When sensitive information is exchanged, the receiver must have the assurance that the

message has come intact from the intended sender and is not modified inadvertently or
otherwise.

“Internet security is very challenging”-justify. U, COl1
Security weaknesses are exist in the operating systems of attached computers as well as
vulnerabilities in Internet routers and other network devices. It is vulnerable to attacks

like denial of service attacks; IP spoofing, in which intruders create packets with false

IP addresses and exploit applications that use authentication based on IP.

What is the need for traffic padding? R, COIl
Traffic padding may be used to hide the traffic pattern, which means to insert dummy

traffic into the network and present to the intruder a different traffic pattern. The apparent

traffic pattern, which is observed by intruder, is referred to as a cover mode that hides the

real operation mode of the system.

List out the active attacks. R, CO1
- Masquerade
- Replay
- Modification of messages
- Denial of service

What are the types of cryptanalysis? R, COl
e Differential cryptanalysis
e Linear cryptanalysis

What are the known attacks in ciphertext? A, COl1
¢ Ciphertext Only Attacks (COA)
e Brute Force Attack (BFA)
e Birthday Attack
e Man in Middle Attack (MIM)

Differentiate block cipher and stream cipher. R, CO2
Block cipher converts the plain text into cipher text by taking plain text’s block at a

time. While stream cipher Converts the plain text into cipher text by taking 1 byte of
plain text at a time.

Perform polynomial multiplication x* + 3x* + 1 and 2x” + x over GF (2).
xO+x*Hx3+x

b ) AiTS =2 R . Ba " C :,'“ O |
‘,a;»‘\ r\'\k




Part B

9. A Explain OSI Security Architecture model with neat diagram.
- Security Attacks
- Security Services
- Security Mechanisms

2 x 13=26
U, COl
(OR)

9. B What is Monoalphabetic cipher? Examine how it differs from Caesar cipher. U, COl
The process of mapping from plain alphabet to cipher alphabet using permutation is
called Monoalphabetic cipher. A permutation of a finite set of elements S is an ordered
sequence of all the elements of S, with each element appearing exactly once.
Example with encryption and decryption.

10. A How counter mode has been stronger than other modes in block cipher? U, CO2

10.B How
[ ]
[ ]

Electronic Codebook (ECB)
Cipher Block Chaining (CBC)
Cipher Feedback (CFB)
Output Feedback (OFB)
Counter (CTR)

the strength of DES algorithm has been determined?
The Use of 56-Bit Keys
The Nature of the DES Algorithm
A timing attack
Part C

(OR)

U, CO2

1x8=8

11 Encrypt the message “this is an exercise” using Caesar cipher with key = 20. Ignore the U, COI
space between words. Decrypt the message to get the original plaintext.

T-20+20=40-26=14N
H-8+20=28—26=2B
I~94+20=29~26=3C
S-19+20=39-26=13M
1-9+20=29-26=03 C
$5—-194+20=39-26=13 M
A-0+20=20U
N-14+20=34-26=08 H
E-5+20=25Y
X-24+20=44-26=18R
E-5+20=25Y
R-18+20=38—-26=12L
C-3+20=23W
1-9+20=29—=26=03C
S-19+20=39-26=13 M
E-5+20=25Y

Therefore the encoded message is NBCM CM UH YRYLWCMY

Mapping between COs and Questions:

Question
Numbers

COs

Total % Distribution
Marks of marks.

1,2,3,4,5,6,9,11

CO1: To understand the basics of network security with
threats and classical encryption techniques.

33 66

7,8,10

CO2: To understand the different cryptographic
operations of symmetric cryptographic algorithms.
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